Using MTA Insight with Duo Authentication

The following conventions are used within this document:

Duo app refers to the Duo Mobile app available for iPhone and Android
smartphones

Duo Mobile

Duo Security LLC

Service Desk sometimes called “the Help Desk”, refers to the MTA IT Service Desk,
and can be reached at 646-252-8888

This document assumes that the following steps have already been completed:

1. Download and install the latest version of MTA Insight on your

smartphone (version 1.7.2 or greater).

Download and install the Duo app on your smartphone.

Activate the Duo app by opening it and adding your MTA-IT account. (If

you have trouble, call the Service Desk.)

4. Open the MTA Insight app and try logging in. If the Duo app tells you that
you are not enrolled, call the Service Desk (they’ll also assist if you have
other difficulties using Duo).

el

NOTE: The Duo app is only supported on later versions of Android and iOS.

On Android:
e Version 6 and above supports Duo app and all the authentication
options (Push, 6-digit code, etc.)
e For all other versions (5 and below), only the following authentication
options are available: text message (SMS) and phone call (mobile or
land line).

On iOS (iPhones):
e Version 10 and above supports Duo app and all the authentication
options (Push, 6-digit code, etc.)
e For all other versions (9 and below), only these authentication options
are available: text message (SMS) and phone call (mobile or land line).




Using MTA Insight with Duo Authentication

Insight

T12345

Bl Remember me -'I‘
[ 4 w

Login

&\ Not enrolled in Duo

Problems signing in? Access is not allowed because you are not

IT Service Desk: 646-252-8888 enrolled in Duo. Please contact your
organization's IT help desk.

Contact for help

Please contact your organization's IT help
or support desk.

If you have installed the Duo app on your device but are not yet enrolled with Duo for MTA
use, you'll see a message instructing you to contact the Service Desk.

Once enrolled, Duo offers several ways to verify your identity, but by default it will send a
one-time "passcode" by text to your mobile device for you to enter in the Duo app.
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Enter your passcode Enter your passcode
Send a text passcode " )

Verify t's you by entering the passcode sent in a text Werify its you by entering the passcode sent in a text
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Other options
Other options Other options

Need help? Secured by Duo Need help? Secured by Dua Need help? Secured by DuG

You may be asked whether to “Trust this browser”. You'll be able to log in either way, but if
you share your mobile device then the best choice is usually “No”.

MTAIT MTAIT:~

Trust this browser? Success!

You won't need to log in as often from this browser. Logging you in...

Yes, trust browser °

No, do not trust browser

It is possible to take too long before entering the passcode and still see that “Success!”
message, but then see “Login Failed — Duo Session Expired, please login again”.

Login Failed

Duo Session Expired, please

login again

Nothing else to do except start again from the beginning. There is, however, a faster way
to log in, with less typing/tapping.

You can have a “push” sent directly to the Duo app. It will appear on your smartphone as a
notification, or the app screen will open allowing to you to Approve the login attempt.
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Notifications

= Duo Mobile * now A

Verify your identity
Are you logging in to MTA Insight App (UTS)?

[MTAIT

Deny Approve

Even if you take too long to respond and “timeout’, it is easy to try again.

MTAIT::~

Duo Push timed out

This login request timed out in the Duo Mobile app
Try again when you're ready.

I Try again ‘

Other options

Need help? Secured by Duo

Once Duo has verified your identity, the message will close so you can use MTA Insight.

= Timecard Viewer

Select Date for Timecard

FROM
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To choose other methods, use the “Other options” link that appears on the Duo screen
when prompted to send a text passcode.

MTAIT::~

Send a text passcode

Verify it's you by sending a text passcode to "Android”

(...,.'

‘ Send a passcode ‘

Other options

Need help? Secured by Dua

You will see the options that are available. Choose one to start authenticating, following
any prompts provided.

< Back

Other options to log in

U Duo Push 3

Send to Android (X04-)

;23 Duo Mohile passcode 3

Enter a code from the Duo Mabile app

@ Text message passcode 3

Send to Android (X0-)08

@ Text message pasacode 3
Send to Office Landline {2000

3 Phone call 3
U Call Android {X0¢-H

3 Phone call 3
[] Call Office Landine (330-)Xx

123 BYpass code

Enter 3 code from your IT help desk

- Manage devices 3
" Add a phone, Touch ID, and more

(I) Firat you'll werlfy your kentity.
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For instance, if you choose “Duo Push”, the “Check for a Duo Push” screen will open to
alert you to expect a notification on your device that will prompt you to Approve the login
request.

MTAIT =~

Check for a Duo Push

Verify it's you by approving the notification...
Sent to Android (XXX-XXX
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Other options

Need help? Secured by Duo
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